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Introducing McAfee Enterprise
Client Administrator

What is McAfee Enterprise Client Administrator?

McAfee Enterprise Client Administrator is a powerful administration tool you can use to
configure PC Medic for enterprise-wide operation. An easy-to-use administration console
allows you to establish groups of workstations (e.g. sales, engineering, admin, etc.), select
and activate PC Medic features for particular user groups, and schedule PC Medic diag-
nostics that run in the background at a predetermined time. The Configuration Manager
console can also collect statistics, alarm notifications, and other information you can use
to assess the health of your network.
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How To Contact McAfee

Customer service

To order products or obtain product information, we invite you to contact our Customer
Care department by calling (408) 988-3832 or by writing to the following address:

McAfee Associates, Inc.
2805 Bowers Avenue

Santa Clara, CA 95051-0963
U.S.A.

Technical support

McAfee is famous for its dedication to customer satisfaction. We have continued this
tradition by making our site on the World Wide Web a valuable resource for answers to
technical support issues. We encourage you to make this your first stop for answers to
frequently asked questions, for updates to McAfee software, and for access to McAfee
news and virus information.

World Wide Web http://www.mcafee.com

If you do not find what you need or do not have web access, try one of our automated

services.

Automated Voice and Fax (408) 988-3034
Response System

Internet support@mcafee.com
McAfee BBS (408) 988-4004

1200 bps to 28,800 bps

8 bits, no parity, 1 stop bit

24 hours, 365 days a year
CompuServe GO MCAFEE

America Online keyword MCAFEE
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If the automated services do not have the answers you need, contact McAfee at one of the
following numbers Monday through Friday between 6:00 A.M. and 6:00 P.Mm. Pacific time.

For corporate-licensed customers:

Phone (408) 988-3832
Fax (408) 970-9727

For retail-licensed customers:

Phone (972) 278-6100
Fax (408) 970-9727

To provide the answers you need quickly and efficiently, the McAfee technical support
staff needs some information about your computer and your software. Please have this
information ready before you call:

= Product name and version number

s Computer brand and model

= Any additional hardware or peripherals connected to your computer

= Operating system type and version numbers

= Network type and version, if applicable

s Contents of your AUTOEXEC.BAT, CONFIG.SYS, and system LOGIN script
= Specific steps to reproduce the problem

McAfee training

For information about scheduling on-site training for any McAfee product, call (800) 338-
8754.
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Internaational contact information

To contact McAfee outside the United States, use the addresses and numbers below.

McAfee Canada McAfee Europe B.V.

139 Main Street, Suite 201 Gatwickstraat 25
Unionville, Ontario 1043 GL Amsterdam
Canada L3R 2G6 The Netherlands

Phone: (905) 479-4189 Phone: 31 20 586 6100
Fax: (905) 479-4540 Fax: 31 20586 6101
McAfee France S.A. McAfee Deutschland GmbH
50 rue de Londres Industriestrasse 1

75008 Paris D-82110 Germering
France Germany

Phone: 33 1 44 908 737 Phone: 49 8989 43 5600
Fax: 33 1 45 227 554 Fax: 49 8989 43 5699
McAfee (UK) Ltd. McAfee Japan Co, Ltd.
Hayley House, London Road Toranomon 33 Mori Bldg.
Bracknell, Berkshire 3-8-21 Toranomon

RG12 2TH Minato-Ku, Tokyo 105
United Kingdom Japan

Phone: 44 1344 304 730 Phone: 81 3 5408 0700
Fax: 44 1344 306 902 Fax: 81 3 5408 0780
McAfee Korea McAfee South East Asia

135-090, 18th FI., Kyoung Am Bldg. 7 Temasek Boulevard
157-27 Samsung-Dong, Kangnam-Ku  The Penthouse

Seoul, Korea #44-01, Suntec Tower One
Tel: 82 2 555-6818 Singapore 038987
Fax: 82 2 555-5779 Tel: 65 430-6670

Fax: 65 430-6671
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Installing McAfee Enterprise
Client Administrator

Before You Start

McAfee Enterprise Client Administrator has two parts: PC Medic Administrator and PC
Medic Client. You must install PC Medic Administrator on the computer you want to use to
control PC Medic operations on your network. Install PC Medic Client on all systems you
want to configure from your administrative system.

Before you continue, review the system requirements for installing and running McAfee
Enterprise Configuration Manager.
Preparing for installation

To install PC Medic Administrator or PC Medic Client on a Windows 95 system, you
must first:

= Install the Windows Remote Registry Service

25 Refer to the Windows 95 Resource Kit on your Windows 95 CD-ROM for informa-
tion about the Remote Registry Service.

= Enable the User-Level Access Control option in the Network control panel

= Select the Enable Remote Administration of this Server option in the Passwords con-
trol panel and enter the name of an appropriate administrator

The following sections list the PC Medic Administrator and Client system requirements.
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Administrator system requirements

The administrative system must have:

» A 486 or later processor

=  8vB RAM

= Windows 95 or Windows NT 4.0

= An SVGA 256-color display with 800 by 600 pixel resolution

= Free hard disk space:
o For PC Medic application files: 20mB

o For documentation files: 1mB

Client system requirements

Client systems must have:

A 486 or later processor

= 38vB RAM

= Windows 95 or Windows NT 4.0

= An SVGA 256-color display with 800 by 600 pixel resolution

= Free hard disk space:
o For PC Medic application files: 17mB

o For documentation files: 1mMB
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Setting up remote client administration

To setup a remote administration environment for PC Medic, follow these steps:

Step Action
1. Install PC Medic Administrator on your PC Medic administrative system. See
below.
2. Install PC Medic Client on all workstations you want to configure from your admin-

istrative system. There are two ways to install PC Medic Client:

= Direct from the PC Medic CD-ROM. See

= Unattended. See

Installing PC Medic Administrator

25 McAfee recommends uninstalling previous versions of PC Medic and closing all other
applications before beginning this procedure. For instructions on uninstalling

PC Medic, see
Step Action
1. Start your computer.
2. Do one of the following:

s Ifinstalling from a CD-ROM, insert it into the CD-ROM drive.

45 1f you do not see the PC Medic installation screen appear,
run SETUP.EXE.

» Ifinstalling from files downloaded from one of McAfee’s electronic services,
decompress the zipped files into a directory on the network or on your local
drive. Run SETUP.EXE.

Response: The PC Medic installation menu appears.
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3. Select "Install PC Medic (Administrator)” from the installation menu.
4, Follow the on-screen instructions.
&S For detailed installation instructions, see the PC Medic User’s Guide that

accompanies this product. You'll find the User’s Guide in the same directory
that contains the PC Medic program files.

Installing PC Medic Client

There are two ways to install PC Medic Client:

s Direct from the PC Medic CD-ROM. See
below.

= Unattended, using software distribution. See

Installing from the PC Medic CD-ROM

25 McAfee recommends uninstalling previous versions of PC Medic and closing all other
applications before beginning this procedure. For instructions on uninstalling PC

Medic, see
Step Action
1. Start the client computer.
2. Do one of the following:

s Ifinstalling from a CD-ROM, insert it into the CD-ROM drive.

45 1f you do not see the PC Medic installation menu appear, run
SETUP.EXE.

» Ifinstalling from files downloaded from one of McAfee’s electronic services,
decompress the zipped files into a directory on the network or on your local
drive. Run SETUP.EXE.

3. Select “Install PC Medic” from the installation menu.

4, Follow the on-screen instructions.
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Performing an unattended installation

To perform an unattended installation using software distribution tools, follow these steps:

25 McAfee recommends uninstalling previous versions of PC Medic and closing all other
applications before beginning this procedure. For instructions on uninstalling PC
Medic, see

Step Action

1. Edit the PCMCRESP.INI response file located in the Client subdirectory on the
PC Medic CD-ROM. Define the following values:
o CientUserNane=
o dient ConpanyNane=
o Fol der Name=
o Install Path=

o Enter the network UNC path that the client will receive policies from.
Specify a full UNC path, including the name of the policy file. The UNC
path will look similar to this: \ \ ser ver\ shar e\ pat h\ pol i cy. pcp

o Enter an alternate path to the 2ndOpinion HTML files. You can configure
your clients to retrieve the HTML files from the original PC Medic CD-
ROM on a CD-ROM server. The path will look similar to this:

HTMLPat h=\\ server\ share\ path

2. Distribute the contents of the Client subdirectory, including the modified response
file, to the appropriate workstations using your favorite distribution software, such
as McAfee’s Zero Administration Client (ZAC).

&< Refer to your software distribution documentation for further instructions.
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2 Installing McAfee Enterprise Client Administrator
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Uninstalling PC Medic

To uninstall PC Medic, perform the following steps.

45 Ensure that the PC Medic console and Crash Monitor agent are not running.
1. Click Start in the Windows taskbar, point to settings, then choose Control Panel.
2. Double-click the Add/Remove Programs icon in the Control Panel window.

3. Select McAfee PC Medic from the list shown in the Add/Remove Program Proper-
ties dialog box, then click Add/Remove.

4. At the confirmation prompt, click Yes to continue.

Response: The Remove Programs From Your Computer dialog box appears
while UnlinstallShield removes all PC Medic files and from your computer.

5. Once uninstall is complete, click OK to return to your desktop.
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Using the McAfee Enterprise
Administrator

Launching the McAfee Enterprise Client
Administrator

Once you have installed McAfee Enterprise Client Administrator on the computer you
want to use to configure PC Medic for network operation, you can use the McAfee Enter-
prise Client Administration console. To create, edit, and distribute rules and schedules
that govern how PC Medic works to protect your network.

To launch the McAfee Enterprise Client Administrator, click Start, point to Programs, then
to McAfee PC Medic. Next, choose McAfee Enterprise Client Administrator. You'll see the
console window shown in Figure 3-1 appear.

» McAfee Enterprise Client Administrator - [Untitled1] =i E3
[# Flle Edit Rule Mew Window Heop N E
D|| =] 2= =l &2

Diagrostc Categaries |D|agn-:u5a | Fix | Log Actiaty |
Applicabons Enabled Enabl=d Enabled

Harcware Enabled Enali=ad Enabled

Hard Dinwe Enabled Enablad Enabled

Widtimedia Enabled Enabied Enabled

WodamDiakup Nabwerking Enabled Enabiad Enabled

Printing Enabled Enatded Enabled

Syoierm ResoLroas Enabled Enabiad Enabled

Viruses Enabled Enatded Enabled

Windows Enabled Enabisd Enabled

Scheduled Actions | Action | Interal |

Foady NIk o

Figure 3-1. McAfee Enterprise Client Administrator Console
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Configuring rule files

Using the McAfee Enterprise Administrator

Configuring rule files

PC Medic administration requires rules and schedules that direct each of the client com-
puters on your network to use their local copies of PC Medic to perform diagnostic func-
tions and other preventative maintenance. To create or modify these rules, start the
McAfee Enterprise Client Administration console, then follow these steps:

Step Action

1. To create a new rule file, choose Save from the File menu then enter a name for
the new rule file. The McAfee Enterprise Client Administrator will save a new rule
file with default settings. You can change these rules to suit your needs, then save
the file again.

To edit an existing rule file, choose Open from the File menu, then select the rule
file you want to change.

25 PC Medic administration rule files have a .PCP extension. You'll find them in
the McAf ee\ PC Medi c directory.

2. Choose the type of change you want to make to the file from the Rule menu.

o To learn how to change global rules, see
o To learn how to change rules for specific diagnostic categories, see

o To learn how to schedule actions, see

o To learn how to change schedules for actions, see

3. After you have completed your changes, choose Save from the File menu to save
your rule file.
4. Distribute the rule file to the appropriate workstations. See
, for details.
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Editing global rules

To change the rules that govern how computers on your network perform all diagnostic
scan options, follow these steps:

Step Action
1. Open the rule file you want to edit.
2. Choose Edit Global Rules from the Rule menu.

Response: The Global Properties dialog box appears (Figure 3-2) with the Diag-
nose property page selected.

« Global Properties [ 2]

Diagnoss | Cravsh konitar |

Ugsa this page o change makunes enobled fora

ﬁ uget, Ghack the sfiibuie 1o alloe s ussrta axacuts
the specilied achion, of ncheck te atnkule o
cisallow the action

Dimgno== Cpliors

7 |Li==t may Dingnose problems)
¥ allow advanced mode disgnostics
¥ &dlaw silent mode disgroshcs
7 &llaw user o fixproblems.

F Log actiity

[ o cacsl | o | Hep |

Figure 3-2. Global Properties dialog box
(Diagnose property page)

3. Select the User May Diagnose Problems checkbox to allow your PC Medic user’s
to run diagnostic operations on their own computers.
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4, Select the diagnostic options you want to make available to your PC Medic user’s.
The options are:

= Allow Advanced Mode Diagnostics. Select this checkbox to allow your
PC Medic user’s to run advanced diagnostic scans on their own computers.

25 An advanced mode diagnostic scan performs a detailed analysis of your
PC. This process may take more time to complete than a standard diag-
nosis. McAfee advises that you use this option if you perform a standard
diagnosis, resolve the listed problems, and still run into system perfor-
mance issues.

= Allow Silent Mode Diagnostics. Select this checkbox to run diagnostic
scans in silent mode.

25 A silent mode diagnostic scan runs the diagnostic process transparently.
No status or message prompts will appear as the program runs.

s Allow User to Fix Problems. Select this checkbox to allow your PC Medic
user’s to resolve problems discovered by PC Medic on their computers.

= Log Activity. Select this checkbox to log all PC Medic activity in
PCMEDIC.LOG, the PC Medic log file.

&5 PCMEDIC.LOG is located in your McAf ee\ PC Medi ¢ directory.
5. Click the Crash Monitor tab to configure Crash Monitor features and actions.

Response: The Crash Monitor property page appears (Figure 3-3).
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« Global Properties ]

Diagross Crash Monitor I

Uga this page o changa matures snablad for s usen
ﬁ Check tha atribuba to allaw & uaer 1o execue e
speciedd actian, or uncheckthe atvibuie 1o disallaw he
action
Cmsh Mondor Oplion=s
F Allow Cresh Protecion
F Log acihity
= Allaw Dbl Event Hoificetion

F Allow Syestem Honitors
F# ot uger of problert
W Log aciniby

[ o cancsl | aoy | Halp

Figure 3-3. Global dialog box
(Crash Monitor property page)

Select the Allow Crash Protection checkbox to enable PC Medic’s Crash Monitor
services on client systems and to specify what PC Medic should do when a client

computer crashes. Choose from the following actions:

s Log Activity. Select this checkbox to log all PC Medic activity in

PCMEDIC.LOG, the PC Medic log file.

25 PCMEDIC.LOG is located in your McAf ee\ PC Medi ¢ directory.

= Allow DMI Event Notification. Select this checkbox to tell PC Medic to send
an alert message to a DMI browser when a client’s computer crashes.

Choose Allow System Monitors to enable PC Medic's Crash Monitor services on
client systems and specify the actions that should be taken. Choose from the fol-

lowing actions:

= Notify User of Problem. Select this checkbox to have PC Medic notify user’s

when it finds problems with their computers.
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= Log Activity. Select this checkbox to log all PC Medic activity in
PCMEDIC.LOG, the PC Medic log file.

&5 PCMEDIC.LOG is located in your McAf ee\ PC Medi ¢ directory.
8. Save your changes and click OK to close the Global Properties dialog box.

9. When you have finished editing the rule file, choose Save from the File menu.
Next, distribute the edited rule file to the appropriate workstations. See
for additional instructions.

Editing rule files

To change the way a particular diagnostic operation functions on client computers, follow
these steps:

Step Action
1. Select the diagnostic category you want to edit from the list in the McAfee Enter-
prise Client Administrator console (see ).

The diagnostic categories include:

o Applications

o Hardware

a Hard Drive

o Multimedia

o Modems/Dial-up Networking
o Printing

o System Resources

o Viruses

o Windows

45 To learn more about the type of diagnostic operations PC Medic performs in
each of these categories, see Chapter 5 in the PC Medic User’'s Guide.
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2.

Choose Edit Rule from the Rule menu.

Response: The property page for the category you selected. Figure 3-2, for
example, shows the property page for the Applications category.

+ Applications Properties E3

Diagnoss |

\sa this page to chanoe featnes enobled for a
uges. Ghack the efiibuie 1o allow & ussrta axacita
thie spe=cilied achion, of uncheck e atnbule o
chzallow the action

Dimgno== Cpliors

7 Li==t may Dingriose problems;
¥ Allow advanced mode disgnostics
¥ &llaw silent mode disgnoshcs
I Allaw uzar o problems.

F Log acihilye

[ oc ] canea | o0 | Hap |

Figure 3-4. Application Properties Page
(Diagnose dialog box)

Select the User May Diagnose Problems checkbox to allow PC Medic user’s to

run this particular diagnostic operation on their own computers.
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4, Select the options you want to make available to your PC Medic user’s for this
diagnostic operation. The options are:

= Allow Advanced Mode Diagnostics. Select this checkbox to allow your
PC Medic users to run advanced diagnostic scans on their own computers.

= Allow Silent Mode Diagnostics. Select this checkbox to run diagnostic
scans in silent mode.

25 A silent mode diagnostic scan runs the diagnostic process transparently.
No status or message prompts will appear as the program runs.

»  Allow User to Fix Problems. Select this checkbox to allow your PC Medic
user’s to resolve problems discovered by PC Medic on their computers.

= Log Activity. Select this checkbox to log all PC Medic activity in
PCMEDIC.LOG, the PC Medic log file.

25 PCMEDIC.LOG is located in your McAf ee\ PC Medi ¢ directory.

5. Click OK to save your changes and close the property page for this diagnostic cat-
egory.

6. When you have finished editing the rule file for this diagnostic category, choose
Save from the File menu. Next, distribute the edited rule file to the appropriate
workstations. See for additional instructions.

Scheduling actions

To schedule diagnostic scans or other PC Medic operations to run automatically on your
PC Medic client workstations, follow these steps:

Step Action
1. To schedule a new operation for PC Medic to run,
s Choose Add Scheduled Action from the Rule menu, or

= Right-click anywhere in the Scheduled Actions area in the console window,
then choose Add Action from the shortcut menu that appears
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Response: The Schedule PC Medic Action dialog box appears (Figure 3-5).

Schedule PC Medic 97 Action %]
r wihal scian o pararm
Dasciphon Srcan |ocaldinde for erom (Soan Digk) ILI
Actian |F|ur..l'1.p-|xi|:ali|:-|| ﬂ Carcel
Program; |E".'-'|.I1NIJM".5::m::=M axm Brawse I Help I
Amurnenis: |C An
Stantire |C""—1NDC““‘-"5'- Hrowse

‘vhen toparfarm the soian

How aflen: WWEEkly o

Staring at 04:02 PM = awery  [Gunday =
Optang

F Lag eciviy

¥ Bhip intereal A miszed

Figure 3-5. Schedule PC Medic Action Dialog Box

2. Enter a description of the action you want to perform in the Description text box.
3. Choose an option In the Action list. Your options are:

= Diagnose. Choose this option to configure PC Medic’s Diagnose application
to run at a scheduled time. If you choose this option, continue with step 7.

= Run Application. Choose this option to configure other applications and utili-
ties to run at a scheduled time. If you choose this option, continue with step 4.

4, Enter the program path for the application you want to schedule. Click the Browse
button to locate the application.

5. Enter any additional command-line parameters for the selected application in the
Arguments text box.

6. To specify a working directory for the application to use, enter the path in the Start
In text box. Click the Browse button to locate the directory you want to use.
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7. Specify how often the application should run by choosing an option from the How
Often list and choosing values from the time and date lists.

425 1f you choose Weekly or Monthly, specify the day of the week or the day of the
month in which you want the application to run.

8. Choose any additional options you want to activate:

= Log Activity. Select this checkbox to log all PC Medic activity in
PCMEDIC.LOG, the PC Medic log file.

25 PCMEDIC.LOG is located in your McAf ee\ PC Medi ¢ directory.

»  Skip Interval if Missed. Select this checkbox to skip the scheduled applica-
tion if the interval is missed.

25 The scheduled application cannot run if the system is busy or shut down.
If you do not select this option and the application misses its scheduled
run time, it will run the next time the system is available.

9. When you have finished editing the rule file for this diagnostic category, choose
Save from the File menu. Next, distribute the edited rule file to the appropriate
workstations. See for additional instructions.

Editing actions
To edit PC Medic actions described in a rule file, follow these steps:

Step Action

1. Select the action you want to modify in the Scheduled Actions list at the bottom of
the console window, then:

= Click Edit Action in the Rules menu;
= Right-click the listed action and select Edit Action; or
= Double-click the selected action

Response: The Schedule PC Medic Action dialog box appears (see

).
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2. Change the scheduled action to suit your needs, then click OK to save your
changes and close the dialog box.

3. When you have finished editing PC Medic actions, choose Save from the File
menu. Next, distribute the edited action to the appropriate workstations. See
for additional instructions.
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Using the McAfee Enterprise Administrator

Distributing rule files

To distribute your PC Medic rule files, follow these steps:

&5 PC Medic Client must be installed and running on all workstations that will receive rule
file distributions. See , for details.

Step Action

1. Open the PC Medic rule file you want distribute.

Response: The rule file options appear in the McAfee Enterprise Client Adminis-
trator console (see ).

2. Click 4] or choose Distribute Rules from the Rule menu.
Response: Your entire network appears in the Distribute Rule dialog box
(Figure 3-6).

Distribute Rule *

U= this dialogtoupdate the niles of computars funning PCMedic 7. Selectthe
compular from tha lisi below:, =nd dick the Send bution 1o send this ula

Click the Pull buthon bo corfigus the remole carmpeter o pull hie rule autamabcelb.

Saelact Corrguter:
=i AR LAB ﬂ
£ gk ACODURTIMG

P B AcCOUNTING |

PR = o LRI
o ADMINISTRATION
+ b DOCUMENTATION
1 B ENGIMEERING
b

B SANTA CLARA, =l

Computsr: [ sccounminG 2

| Sand... I Full I Eropertise... | Cloze | Help... |

Figure 3-6. Distribute Rule dialog box
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3. Click + to expand the directory tree for your network, then select the computer that
you want to receive the rule file. You can also specify the computer’'s name with
Uniform Naming Convention (UNC) terminology in the computer text box.

425 You must have rights to remotely administer the target computer, See
for more information.

4. Click Properties to view basic information about the remote computer and to verify
the location for the rule file.

Response: The Remote Computer Properties page appears (Figure 3-7).

Remote Computer Properties [ %]

Gengral |

% Listad beloe am the stibuies for fis computern Modily the alinbules
desirad. and click Apgabe or DKL

Harme: VL ACCOUNTING 2
Commart ACCOUNTIMG
Opemating Syshem “indons 46

PG hedicvarsion 105

— PG Madic Opbons

¥ Thiz campuder usss BPCMece ]

Rule File: | CAProgram Files\Wcafee\PE MedicPCMPOLPCP

k. I Cancel | Sipphe ] Halp |

Figure 3-7. Remote Computer Properties page

Click OK to return to the Distribute Rule dialog box.

5. Click Pull to have the remote computer download the rule file from your adminis-
trative computer.

6. Click Send to distribute the rule file to the specified computer.

McAfee Enterprise Client Administrator 26



Index

B McAfee Enterprise U
Client Administra-

Bulletin Board Sys- ¢ Uninstalling
tem (BBS) or . PC Medic
C installing

launching

Configuring rule

files

Contacting McAfee what is?
BBS R

Customer Service

system requirements

Requirements

outside the United Administrator
States Client
via America Online Rules
via CompuServe configuring
within the United distribution
States editing actions
D editing rule files
Distributing rule scheduling actions
files S
E Scheduli
. ! chedulin
Editing rule files T g
G technical t
echnical suppor
Global_r_ules e-mail address
editing . .
information needed
I from user
Installatlc_)n. McAfee Bulletin Board
Administrator System (BBS)
Client online
M Training
McAfee scheduling
contacting training for McA-
training fee products

McAfee Enterprise Client Administrator 27



